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* Designing some of the world’s most sophisticated war-fighting
tools, from stealth fighters and airborne surveillance systems to
nuclear powered aircraft carries and submarines

« Securing the most sensitive systems and networks that are
critical to our national defense

« Establishing interoperable trust mechanisms of our employees,
our contractors, our suppliers, our customers’ and our partners

* Trustworthy and authorized to access systems and resources

* Proper due diligence in checking their identities and
backgrounds for the protection of sensitive information

* Timely notification for de-provisioning identities from our
systems and facilities



NGC’s IDM PIV-1 Approach — Current State wonTHnoP chusesan

NGC Federated Common ldentity Policy: Components & Infrastructure:

e Smart Card & Electronics (GSA Certified) ﬂ"&! F D
— FIPS 201 (SP 800-85B) Electronics Testing -
— PIV 2 - Applets & Middleware

— Auditor - OMB / Card & Electronics

e FIPS 201 Process Lifecycle (ATO)
— Stakeholders, Process, Training (SP 800-79, 800-53/53A)
— All FIPS 201 (GSA ABL) Compliant equipment
— Auditor — Electrosoft (GSA’s Agency Auditor)

e CertiPath PKI (Certified)
— Cross certified to Federal Bridge
— Bi-Lateral Trust with DOD (JITC)
— Auditor — DoD’s PKI Auditor

e Key Recovery Practice Statement (KRPS) (Certified)
— Cross certified to Federal Bridge
— Direct Bilateral Trust with DOD (JITC)
— Auditor — DoD’s PKI Auditor

IDM Solutions:

A single device that supports multiple authentication
methods and enforces IDM polices across the enterprise

» Key Features
» Layered Technology Approach ( When contract or security requires)
¢ One Time Password ( Remote Access)
Cross Certified CertiPath Certificate (Replacement of ECA Certificates)
Desktop Middleware (2 or 3 factor Authentication)
Single Sign-on (Password Vault)




Multi-Layer Security across the enterprise

NORTHROP GRUMMAN

Multi-Layered approach to provide additional security layers across our networks,

~ Localor
Remote
User

Building
Access

T

Corporate Access
Card User

Remote &
Desktop
Login

=5

Credential
Management
— Centralized
Public Key
Infrastructure

\\\J'
User and
Privilege
Management -

Automated
Provisioning

Strong
Authentication

—OneBadge & D

Digital Shield
— |

IDM Vault -
Unlque Personal
dentifier

Credential &
Rights
Management

Network
Controls

Data
Monitoring &
Protection

Systems

Host-Based
Intrusion
Protection

systems, facilities, data, intellectual property and information assets

Systems P = \
/ \ / \
¢ Rolls-Royce \,_ = _< EADS Y

-

/ Netherlands \ é //
Ministry of
Defence

\\@

Ministry of
Defence

Federal
Bridge

Click for Vignette




Autumn Blend Overview

Stakeholder Collaboration: FEMA Office of National Capital Region Coordination (NCRC), on
behalf of the Personal Identity Verification-Interoperability (PIV-1)/First Responder Authentication
Credential (FRAC) Technology Transition Work Group (TTWG), consisting of Federal, State, and
Local membership stakeholders nationwide, is coordinating another FIPS 201 identity and
attribute use case demonstration.

Trusted Technology Insertion: The Autumn Blend demonstration will occur on September 29,
2010, in Washington, D.C., and other TTWG jurisdictions nationwide. This is a demonstration of
real credentialing interoperability for access management decisions, situational awareness, and
post-event reconstruction. The active participants are “real’” Federal, inter-State, and intra-State
emergency response/recovery officials (F/EROs) and contingency personnel, as designated by their
respective source authorities, who are subject to deploy for rescue or recovery missions.

All Hazards Risk Management: Autumn Blend integrates sponsored and registered F/EROs as
defined in National doctrine, proven cyber-secure capability, and best practice solutions for “all
hazards” risk mitigation. National doctrine includes the National Response Framework (NRF) for
emergency support function (ESF) personnel, National Incident Management System (NIMS) for
skilled inter-State deployers, National Infrastructure Protection Plan (NIPP) for Ciritical
Infrastructure/Key Resources (CIKR) business continuity personnel, and National Continuity
Policy Implementation Plan (NCPIP) for contingency personnel.
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Participating Agencies / Jurisdictions

Active / EOC Participants EOC Participants
Federal - District of Columbia (DC)
DoD Buckley AFB - Missouri (MO)
DoD Pentagon Force Protection Agency (PFPA) - Pennsylvania (PA)
Federal Emergency Management Agency (FEMA) - Pittsburg
Federal Aviation Administration (FAA) - Pennsylvania Emergency Management Agency

(PEMA)
- Regional Logistics ProgramNY-

NJ-CT-PA Combined Statistical Area
- West Virginia (WV)
State and Local - Berkeley County, WV

Cecil County, MD - Jefferson County, WV

Colorado (CO) - Mineral County, WV

- Kanawha County, WV
- Raleigh County, WV

Transportation Security Administration (TSA)
National Security Agency (NSA)
Veterans Affairs

Hawalii
- City and County of Honolulu
Pennsylvania (PA)

- Chester County, PA / Southeastern PA Regional Task Fusion Center Participants
Force . CO
Rhode Island (RI) . WV
Southwest Texas Regional Advisory Council for Trauma
(STRAC)
Virginia (VA)

CIKR
- Northrop Grumman




CAC /PIV / PIV-I Interoperability

CAC /PIV/PIV I Credential
Sponsorship & Issuance Process

Agency Management System with Personally
Identifiable Information (PII)

A 4

Step1

Public Identity List (IL)

& Registration Process

F/ERO Repository with no Pl
(contains public identities with numeric
F/ERO attributes)

Privilege List (IPL)

|
|
|
!
|
I
I
|
|
|
| Public Identity and
I
I
|
|
|
I
|
|

“web-secure
mailbox”

Relying Party
eValidation Process

- Jurisdiction-owned Management Stations and
Validation Devices (validates and captures

|
|
|
|
I
I
:
! public transaction data)

=\

Police Cruisers

Guard Station

Station https
secure internet
connection auto

|

|

|

|

|

|

: Management
|

|

|

I feed
1

Leveraging FIPS 201 for Emergency Use Mission Space




CAC /PIV /PIV-I eValidation Process

_ Standard enables process to include:
Federal 1. DSCA

2. Mutual aid agreement
3. Business continuity agreements

Paper-based, visual or FIPS 201 eValidation to include:
1. ID (2 forms if visual)
2. Attribute or Affiliation
3. Deployment Source Authority
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Fusion Center / Emergency Operations Center

(EOC) Geospatial Display

eFederal
eState and Local
oCritical Infrastructure / Key Resources

"~ provides a real-time roster

Access Data:

e accountability  susssssssadp
o traceability

o liability

Date: September 29, 2010

Event: Fusion Center / Emergency
Operations Centers (EOC) geospatial
display of all stakeholder F/EROs
nationwide who were electronically
validated and permitted access to their
respective locations for on-site
accountability , resource situational
awareness (liability) and post-event
reconstruction (traceability)

Geospatial provider: Virginia
Department of Emergency Management
(VDEM), Virginia Interoperability Picture
for Emergency Response (VIPER)
geospatial application

EOC Agencies/Jurisdictions:

Federal: FEMA, DoD Buckley AFB, DoD
Pentagon Force Pentagon Agency
(PFPA), National Continuity Program
(NCP), Transportation Security
Administration (TSA)

SLTT/ CIKR: CO, HI, MD, MO, Regional
Logistics Program (NY-NJ-CT-PA
Combined Statistical Area), PA, RI,
STRAC, VA, Berkeley County, WV;
Chester County, PA/Southeastern PA
Regional Task Force; Jefferson County,
WV, Raleigh County, WV, Kanawha
County , WV, Mineral County, WV,
Northrop Grumman,

Fusion Center Jurisdictions:
State: CO, WV




Scenario 1C: Mutual Aid Support

NORTHROFP GRUMMAN

(and reciprocity) Private to Public

Northrop Grumman / Virginia : NGC Newport Collaborative Effort

Date: September 29, 2010

Potential Participants and CAC / PIV / PIV-l Interoperability
* Northrop Grumman PIV-l High Assurance
» City of Newport News FRAC or NGC PIV-I Medium Assurance
« VA State Police FRAC High Assurance
* DoDNavy CAC ngh.Assurance PA Regional Task Force (SEPA
» Federal DHS PIV High Assurance RTF); Northrop Grumman (NG) and
Targeted Capabilities List (TCL) Newport News (NN), Virginia (VA)
e TCL 20 - Explosive Device Response Operations
e TCL 28 - Onsite Incident Management
e TCL 29 - Emergency Public Safety and Security Response
o ESF 4 - Firefighting
e ESF 5-Emergency Management
e ESF 13 - Public Safety and Security Credentials:

CAC / PIV / PIV-I Authentication Business Rules: — CAC, PIV,and PIV-|
o 3-factor: 2-factor plus credential validation of digital photo on integrated circuit chip (ICC)
e 4-factor: 3-factor plus credential validation of biometric on ICC

Agencies/Jurisdictions:

— Chester County, PA/Southeastern

Targeted Population:
- ESF1,4,5,10,13

e Sector4,6,7,8

Authentication Technology and Software
¢ PIVMAN
e Partner and Newport News Physical Access control technology
e Logical Access — TSCP Secure Email

e Virginia's Interoperability Picture for Emergency Response (VIPER) Software

Authentication Technology and Software

e Northrop Grumman Emergency Operation Center




What did we showcase NoRTHROP crUmMAN

The exercise showcased the ability to deploy a common,
Interoperable credentialing system that enables electronic identity
authentication for government and industry personnel.

The exercise succeeded in coordinating PIV credentials from
emergency personnel representing state, local and federal agencies

The NGC system worked across multiple domains and
authentication infrastructures to deliver access management,
situational awareness, cyber-secure communications and post-event
reconstruction

Participants in the exercise were validated electronically for physical
access using mobile and fixed devices that verified identities
through personal identification credentials, personal identification
number and biometrics; and cleared for logical access through
personal identification credentials that gave them computer access
for secure email collaboration (TSCP Secure Email)



National Strategy for Trusted Identities in

Cyberspace (NSTIC)

GTSCP
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National Strategy for Trusted
Identities in Cyberspace (NSTIC)
&

Transglobal Secure Collaboration
Program (TSCP)

June 28, 2010

Identity Federation Services

“Illustrative” Proposed Production Pilot

+ Strategic Goals
= MSTICGOALS 1,2 83:
+  Develop a comprehersive [dentity Ecosystem Framework
= Build and implernent an interoperable identity nfrastruchre
ahgred with the Ideritity Ecosystemn Franewerk:
= Erhance confidence and willingress to participate in the
1dervity Ecosystem
« TSCPGOALL&3:
= Enable secure nformation channg within and batwesn
ndusry and governments
« Define intereperable spacifications and solmons that
e reuse N a costeffective manner across multiple
EOFanms

« Business Case
+ Federated Common Tdentity Policy: Erployers vouch for
empkoyees identity atrbutes - Relying parties do not have o
Bsue credertials and account pravisoning s automated (oost
reduction)
Advanced Persistent Threat : Employess are usng rusted
computers and rusted networks to sccess QUL
Corst Control and Recovery: Promote re-usable depiyment of
sobtions tm expedte mmplementaton (decrease tme o .i_u.\.l]
+ Sample Use Case Scenarios Include:
¥ Use Case 1: Compary 1 employee logs nto Company 1's
network UENg company's Esued Smart Badge (Windows Smart
Card Loging, that is compliant with Medurm Hardware policies
(re-use)
Use Case 2 Company 1 employes accessss Company 2's
application via the web. Company 1 passes the emplayes
attributes such as Leve of Asurance, employee status to
Conpany 2 (Corrperny 2 rmakes authorzaton decmions)

LTI AHD TECP PLARSIBIG HEETHG

Identity Federation Services

TSCP defined ‘Common Operating
Rules’ that enable the Trust
Framework, which is used by

Relying Parties to make
authorization decisions based on
identity attributes from trusted

Identity Providers

“_,}TEDF‘
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Information Assurance and Secure Collaboration

“Illustrative” Technical Approach (Secure Email Collaboration)

. Strateglc Goals
MISIC GOAL 1: Develop a comprehensive identity
ecosystem fr.
= TSCPGOAL 1: Enable secure Informatlon sharing
within and between industry and governments

+ Business Case

= Advance c! Persistent The reat: Governiment and

© y problem to
enterprise Cybor Threats and cwpl\rw'mmw
I'L‘(}.Ildlltﬂh

«  Authentication: Strengthen
the enterpeise with 1M Se

= Improved Confidentiality: E-mall is encrypted using
medlum assurance credentlals

outhentication across
tions

+ Sample Use Case Scenarios Include:

< Use Case 1: Test encrypted email between
“Lystems”

Secure information sharing for
collaboration between large

< Use Case 2: Test er ted email between ' 5 !
“Gystenme” with allowed attac e e APT commercial organizations and .
Threat infermation in DIE governments that assures the data is

v Lse Case 3: Exchange CUT data between partners controlled and validated before
using TSCP Secure Email Specification release and provides assurance that

¥ Llse Case 4: Encrypted emall using visual markers to “’Sa_nlzanma’ security P_ﬂ’qu‘ s
help cultural aspects of security applied to data between internal

security domains and at the boundary
of an organization
” HETIC AHD TSCF MLAKMBG HEETIG

“_,}TEDF

Information Assurance and Secure Collaboration - Keith Ward

“Illustrative” Full Scale Federated Exercise

+ Strategic Goals

o NSTICGDALS 1,2 &30
»  Develop a comprehensive ldznaty Ecosystern Framework
= Buld and smplerment an nteroperable dentity niastuctue
ahgred with the [dennby Bcosystem Framework
= Erhance confidence and wilingness to partiopate n the [denbty
Ecosystem
« TSCPGOALL & 3:
o Ensble secure rformation sharrg within and between ndustry
and govermiments
= Defre interoperable speaficabons and solutons that ensble re-
= N A& cost-effective manner across multiple programs

+ Business Case

TSN v e e —— e

+  Federated Common Tdentity Policy: TSCP Policies and Specifications

ahgr with DOD and Federal [dentity Policies

Multi-Factor Security: Muti-Factor approach to provide addtonal
secrity Lipers across our networks, systers, (acbes, data,
intellechual preperty and information assets

Cost Cantrol |||<! Reconne ry: Erverprise cost savings thraugh enterprise
deployrnent of TSCP Speafications whike at the same tme recons the
cost of our Fvestments

« Sample Use Case Scenarios Include:

¥ Lse Case 1@ ldentity nteroperabilty (federaton) of mult-leved dentity
authenticaton across government & company domains
Use Case 2 Identity Authentication at Arru;\jyrw VETLIES, 0
poamvely and securely athenncate athorred users for logical &
physical access
Use G Emploees of critical businesses who work andfor reside
i the impacted areas

¥ Use Cose 4-6: Drsaster Recovery, Pandermic & Cyber Threats Bxercree

Potential Partners include:

R Y

TSCP membar Companies
Department of Homeland Sscurity
FEMA

State of Virginia {Governors Office)
City of Newport News (V)

City Hampton Roads (VA)

District of Columbia - Metro

State of lllinais

City of Chicage

Port of Chicago

O'Hare Airport

M.Y. Part Autharity

i HETHE AHD TECP HLAHMIBIG HEETING

T
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NORTHROFP GRUMMAN

What can we coordinate to achieve success?

Implementation Pilots to demonstrate National Goals & Objectives.
 ldentify the Gaps in existing national and agency policies
 Demonstrate Innovation
» Table Top and/or Production of PIV & PIV-I Interoperability

1. Leverage existing Government and Industry investments to date
« Existing global trust framework
e CertiPath Bridge
« Government and A&D issued credentials
« Commercial infrastructure investments

2. Demonstrate Level 3 & 4 Authentication (PIV, PIV-I)
 Business-to-Business
 Business-to-Government
« Government-to-Government
e Citizen-to-Business-to-Government



What can we coordinate to achieVvVe SUCCESS?  aorrmor crumman
(Demonstrations)

3. “Scale” - Recommendations and Feedback “GAPS”
* National & International Scale (global supply-chain)

 Regional, State and Local
— Critical Infrastructure verticals; Healthcare, Financial, Energy

» Citizen’s using PIV-I credentials
— lllustrative examples:

» I'm a Defense contractor who has a PIV-I credential but as a citizen I'm
part of the community as a First Responder or a family member of an
activated National Guard/Army Reservist.

» I'm a citizen accessing my Bank account information
» I'm a citizen using PIV-I credentials through Global Entry
» I'm a Fireman who needs access to CUI building information

4. PIV-l across international boundaries for adoption
« What are the Policy rules?
« What are the Technology challenges?
« What are the Privacy issues?
 What are the European issues and concerns?



Next Steps: Information Assurance and Secure Collaboration

“Ilustrative” Full Scale Federated Exercise

e Strategic Goals

NSTIC GOALS 1, 2 & 3:
e Develop a comprehensive Identity Ecosystem Framework

e Build and implement an interoperable identity infrastructure
aligned with the ldentity Ecosystem Framework

e Enhance confidence and willingness to participate in the ldentity
Ecosystem

TSCP GOAL 1 & 3:

e Enable secure information sharing within and between industry
and governments

« Define interoperable specifications and solutions that enable re-
use in a cost-effective manner across multiple programs

e Business Case

Federated Common Identity Policy: TSCP Policies and Specifications
align with DOD and Federal Identity Policies

Multi-Factor Security: Multi-Factor approach to provide additional
security layers across our networks, systems, facilities, data,
intellectual property and information assets

Cost Control and Recovery: Enterprise cost savings through enterprise

deployment of TSCP Specifications while at the same time recover the
cost of our investments

e Sample Use Case Scenarios Include:

16

v

v

Use Case 1: Identity interoperability (federation) of multi-level identity
authentication across government & company domains

Use Case 2: ldentity Authentication at emergency venues to
positively and securely authenticate authorized users for logical &
physical access

Use Case 3: Employees of critical businesses who work and/or reside
in the impacted areas

Use Case 4-6: Disaster Recovery, Pandemic & Cyber Threats Exercise

NSTIC AND TSCP PLANNING MEETING

Federal

Stand ard enables process to include:
State to State

- State to Local

= LecaltoLocal

+  Private to Government

= Private to Private (e.g., utility companies)
Miszion Assignment

Paper-bazed, visual or FIPS 201 eValidation to include

uJUG LOG o “
T K

1. D2 forms if visuwal)
2. Aftribute or Affiliation
3. Deployment Source ﬂulhumy *
PR Locations Y
. é “I

EOC
—w | Geospstial

AwErEnEss

Samplhe Data Sheet

. chiewvin redentialin uideline Interoperabilit "ﬁ'
@IPEMA|Ah g NIMS Credentialing Guideline | p hiyl !i'g:
Potential Partners include:

v' TSCP member Companies
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DOD

Department of Homeland Security
FEMA

State of Virginia (Governors Office)
City of Newport News (VA)

City Hampton Roads (VA)

District of Columbia - Metro

State of Illinois

City of Chicago

Port of Chicago, O’Hare Airport
N.Y. Port Authority

Y;)TS CP



Transglobal Secure Collaboration Program (TSCP)

* Government-industry partnership specifically
focused on mitigating the risks related to
compliance, complexity, cost and IT that are
inherent in large-scale, collaborative programs

that span national jurisdictions. :

* To do business in the world today, A&D
companies must balance the need to protect
intellectual property (IP) while demonstrating
willingness and ability to meet contractual
requirements from government customers for

auditable, identity-based, secure flows of . £ ‘
information. A 0
e 0

Common Framework for Federated Collaboration

* ldentity Management & Information Assurance:
» Provide assurance that collaborative partners can be trusted
* Meet government agencies’ emerging requirements for identity assurance across domains
» Establish common credentialing standards that accommodate and span national jurisdictions
» Protect personal privacy data of employees
* Data Protection:
» Define fine grain access right attributes for data labeling and data right’'s management
» Establish “Application Awareness”
» Demonstrate compliance with export control regulations
» Protect corporate IP in collaborative and other information sharing programs
» Facilitate Secure Collaboration:
» Provide collaborative toolsets that will interoperate with customers and suppliers
» Facilitate re-use collaborative capabilities among multiple programs

PAGE 17 | CONFIDENTIAL | TSCP]|



NORTHROP GRUMMAN

Contact:
Keith Ward
Email: k.ward@ngc.com
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